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ABSTRACT 

Objective: This report describes the design, development, and technical evaluation of a tele- 
dermatology system utilizing .digital-images and electronic forms captured through, stored 
on, and viewed through a common web server in an urban capitated delivery system. 

Materials and Methods: The authors designed a system whereby a primary care physician 
was able to seek a dermatologic consultation electronically, provide the specialist with digi- 
tal images acquired according to a standardized protocol, and review the specialist response 
within 2 business days of the request. The settings were two primary care practices in east- 
ern Massachusetts that were affiliated with a large integrated delivery system. Technical eval- 
uation of the effectiveness of the system involved 18 patients. Main outcome measures in- 
cluded physician and patient satisfaction and comfort and efficiency of care delivery. 

Results: In 15 cases, the consultant dermatologist was comfortable in providing definitive 
diagnosis and treatment recommendations. In 3 cases, additional information (laboratory stud- 
ies or mor e hist or y) was requested. TKe-re-were^instance^^ 
a^ace=to=face-visil-was-n"e;cessary. 

Conclusions: This novel approach shows promise for the delivery of specialist expertise via 
the internet. Cost-effectiveness studies may be necessary for more widespread implementation. 

in practice today have had between 1 week and 
1 month of formal dermatology training. 1 The 
need for efficient management of skin diseases 
is underscored by the finding that, when view- 
ing a slide set of 20 common dermatoses, PCPs 
make the correct diagnosis about 50% of the 
time compared with 90% to 95% for dermatol- 
ogists. 1 - 2 Dermatologists viewing a set of still 
digital images and dermatologists viewing pa- 
tients' skin agree on a diagnosis ~80% of the 
lime. 3 Face-to-face clinicians are also in agree- 
ment -80% to 90% of the time when examin- 

'Department of Dermatology, Harvard Medical School, Massachusetts General Hospital, Boston, Massachusetts. 
'Partners HealthCare System, Inc., Boston, Massachusetts. 
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INTRODUCTION 

THIS ARTICLE DESCRIBES THE DESIGN, develop- 
ment, and initial technical evaluation of a 
teMer-niatology system create within an urban 
integrated delivery system. Partners Health- 
Care System, Inc., is composed of three tertiary 
care hospitals and several community hospi- 
tals, clinics, and physician practices. Presented 
here is a preliminary evaluation of the effec- 
tiveness of the system. 
Up to 87% of primary care physicians (PCPs) 
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ing a group of patients with varying cutaneous 
diagnoses.'" Patients are particularly con- 
cerned- about the appearance of their skin, and 
skin disease affects wellbeing in profound 
ways. 7 " 9 Third-party payers are increasingly 
concerned with patient satisfaction and with 
quality-of-care measures, as well as cost-effec- 
tiveness and efficiency. 10 " 14 AlMhese trends 
have resulted in a close examination of meth- 
ods that enable primary providers to deliver 
higher-quality care without the additional cost 
of referrals to specialists. 15 " 17 

It may be argued that physicians are familiar 
and comfortable with the care delivery mode 
characterized as store-and-forward technology, 
whether or not they use the term. Indeed, voice 
mail, fax, courier services, and e-mail all repre- 
sent store-and-forward modalities. The Internet 
has not been studied as extensively as a com- 
munications tools for the delivery of care as 
other means of care delivery because it is new 
and became widely available only recently. 

It may be argued that building blocks are re- 
quired for an effective teledermatology system. 
It should be convenient for a referring practi- 
tioner to enter data and append images; the 
data collected should be standardized to max- 
imize the historical details that would normally 
be obtained in an in-person interview; the data 
must emphasize nonvisual aspects of the phys- 
ical exam to which the consultant dermatolo- 
gist will not have access; there should be a stan- 
dard method for image acquisition, and the 
method should interfere only minimally with 
office workflow and be of minimal inconve- 
nience to patients and clinicians. Moreover, 
there should be^en^izSiil^mM^iWM9 T - 
age of medical records and images providing 
access for both the specialists and the referring 
practitioner; the specialist must have conve- 
nient, multipoint access to the same informa- 
tion as the referring practitioner; and he or she 
must be able to provide prompt feedback in or- 
der to augment patient care. The reasons for 
this are convenience, practicality, and espe- 
cially risk management. 18 " 22 

Software and communications platforms for 
this process are still being designed and de- 
fined. 23 - 24 Some have used point-to-point con- 
nections and software that has the functional- 
ity of ^iet^^5n^fr^il^itl^ft'a^ments , . Others 



have created specific software solutions for 
telemedicine generally and teledermatology 
specifically. " These software solutions often 
combine certain features of the electronic med- 
ical record with the capability of uploading im- 
ages and image viewing. Current review of 
available products leads to the conclusion that 
no standard solution is in widespread use at 
this time. 25 " 28 

This article describes a systematic approach 
for combining all of the above features to 
achieve ease of use for both PCPs and special- 
ists without regard to time or geographic- con- 
straints. Further, the demonstration utilized 
off-the-shelf personal computers and compo- 
nents, eliminating the need for video cards or 
other computer modification. 

^Oj^^y^tem^usesltl^lTTterTtet as a commu- 
nications vehicle and a World Wide Web 
browser as the presentation software (Fig. 1). 
The primary care site and the specialist's view- 
ing station use the Web browser for their in- 
teractions. -hi^e^eapt^ 
site are downloaded to a server via the 
browser. In addition, we developed a stan- 
dardized history and methods for identifica- 
tion of image area, as well as a protocol for im- 
age acquisition. A centralized Web server 
stores images and histories. The specialist can 
view history and images easily from any com- 
puter with an Internet connection. The secure 
system requires a user name and a password 
for access, and it uses secure socket layer en- 
cryption for each transaction. It is further se- 
cured by segmentation of access, limiting the 
specific information that can be downloaded 
by potential users based on their identification 
as referring physician, specialist, or imaging 
technician. 

All primary care sites (affiliates of Partners 
HealthCare System, Inc.) had expressed an ur- 
gent need for expanded dermatologic coverage 
and became committed participants in this new 
health care delivery model. The development 
of this Web-based teledermatology system was 
undertaken to address these unmet needs. The 
software was developed in collaboration with 
Global Telemedix, Westford, MA using Lotus 
Notes™ on a Domino™ server. The software 
platform is being adapted to run on any World 
Wide Web server. 
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FIG. 1. Teledermatology electronic work flow. 



PATIENTS AND METHODS 

Studi/ Subjects 

After the system was installed a t-twersites , 
patient volunteers presenting with s icin-relate d 
c Gomplaints !l at the Women's Health Associates 
at Massachusetts General Hospital and the 
Cape Ann Medical Center in Gloucester, Mass- 
achusetts, were invited to participate in a tech- 
nical evaluation of the system. After giving in- 
formed consent, patients were randomized into 
two groups: One_group— underwent— digital 
trriaging;.o.f:s^ the other received 

routine care as determined by the PCP. Ini- 
tially, patients who chose to participate in the 
study had a skin condition diagnosed by the 
PCP. All skin conditions were eligible for in- 
clusion in the preliminary evaluation except for 
acne, warts, and skin tags. Also, if patients ex- 
perienced fever and/or chills as a result of the 
skin condition, they were not invited to take 
part in the study. 

Service Process 

History acquisition and consultation request. 
Following informed consent, if the patient were 
to undergo imaging, the PCP made note of the 



area to be imaged either on a paper form or di- 
rectly on a Web-based form developed for that 
purpose (Fig. 2). A PCP recorded a dermatol- 
ogy-specific patient history to accompany the 
request for imaging (Fig. 3). The consultation 
request also included the PCP's most likely 
diagnosis and a treatment plan. Previously 
trained imaging technicians employed by Part- 
ners Telemedicine and assigned to the partici- 
pating sites obtained the requested images for 
uploading to the server for later review by the 
specialist. 

Image acquisition. Image capture was achieved 
using NikWrE2N~digltal-cameras\ equipped 
with Nikon 105MM F2.8 lenses and Canfield 
Clinical Systems CCS Twin Flashes. The Nikon 
E2N was chosen because of its ability to render 
digital Images providing the same aspect ratios 
as 35-mm film, A critical component of the 
imaging protocol was adherence to specific as- 
pect ratios appropriate for imaging of lesions. 
Images were uploaded to a Web server and dis- 
played on a standard PC monitor utilizing at 
least 800 X 600 pixel resolution and 32-bit color 
(Hewlett Packard HP Vectra 5 personal com- 
puter with a 133 Mz Pentium processor and 64 
Mb of RAM. A Matrox Millenium graphics card 
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FIG. 2. Lab order. 



was installed. The imaging monitor was a Mit- 
subishi Diamond Scan 20-inch monitor). 

Images were acquired according to a stan- 
dardized protocol developed by the Department 
of Dermatology (Fig. 4; complete protocol avail- 
able from the corresponding author upon re- 
quest). This protocol delineated explicit instruc- 
tions for photography of the scalp, face, oral 
cavity, neck, trunk, extremities, anogenital areas, 
hands, and feet, including aspect ratios and an- 
gles of photography. In developing the imaging 
protocol, the aim was to produce a set of guide- 



lines that required minimal interpretation on the 
part of the imaging technicians, none of whom 
were professional photographers. 

Imaging technicians obtained a reproducible 
series of images for each case based on the 
anatomic location of the skin condition. Images 
were taken at a central location (imaging area) 
or in the examining room. The technician con- 
firmed image clarity , and reproduction ratio 
prior to releasing the patient. Because this was 
a preliminary technical evaluation, other im- 
portant photographic elements such as color 
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FIG. 3. Request for consultation. 



and resolution were not specifically addressed 
by the technicians but were subject to critique 
by the evaluating specialists. 

Only patient record numbers identified the 
images. Connectivity between sites was 
achieved using Transmission Control Proto- 



col/Internet Protocol (TCP/IP) over a wide 
area^gtatnefwork with a minimum of 1 .5 mbps 
between sites. Participating dermatologists 
were free to view cases over the Internet from 
their home, and they did so using either a Di- 
rectTV™ satellite link or a cable modem. Up- 
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FIG. A. Image protocol example: scalp (top/back/sides). Gen- 
eral considerations: The patient should be seated. The head 
should be inclined forward or rotated so that the area to be im- 
aged lies on a plane with the camera back. The patient may as- 
sist by helping to part the hair to better expose scalp, or the hair 
may be taped or otherwise secured away from the affected area. 
The patient should remove jewelry and be draped to avoid visual 
distractions of clothing. Image I: Image the general scalp area 
affected (1:8 ratio). Images 2-4: Image closeups of the affected 
area (1:4, 1:2, and 1:1 ratio). Additional special images: A fifth 
photograph (1:4 or 1:2) should be made at an oblique 45° angle. 

loading of images from the digital camera to the 
PC took ~20 s per image, and transmission to 
the server took =s40 s. Images were saved as 
medium-resolution JPEG files occupying ~700 
kb of space for each. An automatic electronic 
message to one of the two dermatologists (Da or 
Db) alerted him or her that a case was ready for 
review. Cases were randomly assigned to one of 
the dermatologists by the imaging technician. 

Imaging technicians at both sites maintained 
a log of a patient's identification number, study 
number, and dates of all surveys done. In ad- 
dition, the technician maintained a daily oc- 
currence log for any problems that arose 
throughout the process from consent to receipt 
of consult by the PCP. These occurrences were 
phoned to the study coordinator at Partners 
Telemedicine for immediate resolution. 

Specialist review. Upon electronic notification 
of a pending consultation, the two board-certi- 



fied dermatologists reviewed the patient his- 
tory and images and rendered an opinion us- 
ing a 2-business-day turnaround time in -rou- 
tine cases or a 1-business-day turnaround lime 
upon PCP's request (Fig. 5). In this study, no 
PCP requested the 1-day turnaround. Follow- 
ing completion of the review, an e-mail mes- 
sage, sent automatically following specialist 
completion of the consultation, alerted the PCP 
that the consultation was ready for viewing on 
the server. 

Specialist responses to PCPs were grouped 

ment pjaap (2) a request for additional infor- 
rnaHon or images, and (3) an inability to 
determine the condition from the images pro- 
vided and a recommendation that the patient be 
seen by a "live" dermatologist. Additionally, if 
the PCP thought that further examination and 
treatment were needed, the patient was in- 
formed that an appointment would be made for 
him or her with a local dermatologist. Partners 
Telemedicine study personnel followed up on 
all such cases to ensure that an appointment was 
made. Routine follow-up calls were made on a 
technical evaluation patients to assess their 
progress and opinion regarding their care. 

Evaluation tools. Patients were ^querieT Tas to 
satisfaction with the overall physician visit, ad- 
equacy of explanations, ans^r^tpTjjuesfipnsZ 
and concerns about the photographic study, 
courtesy and respect of office personnel in- 
cluding the imaging technician, comfort with 
this new method of care, and satisfaction with 
time spent taking pictures. Patients ranked 
their satisfaction from 5 (strongly agree) to i 
(strongly disagree). PCPs were polled as to 
their comfort with the equipment and proce- 
dures for remote consultation, convenience of 
teleconsultation, timelineness of teleconsulta- 
tions, quality of the teleconsultants f diagnosis 
and recommended treatment, likelihood of 
continued use of telecpnsultations, and comfort 
with the security of teleconsultations. 

RESULTS 

Twelve PCPs referred patients, and no pa- 
tient refused to participate in the study. 
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FIG. S. Specialist response. 



The evaluation phase lasted 16 working 
days. A total of 18 patients were seen. The 
breakdown of those figures between the two 
sites was as follows: MGH saw 11 patients, and 
Cape Ann saw 7 patients. Fifteen female and 3 
male patients were enrolled. 

Physicians and patients responded torques} 
<tionnaif^-toncerning their reaction to the pro- 
gram. The experience was generally positive for 
participants. Asked to report their satisfaction 
with this new method for conducting dermato- 
logic examination, almost all patients thought 
that their concerns were addressed, they were 
comfortable with this new method of care, and 
the overall experience was satisfactory (Tables 1 
and 2). Satisfaction concerning care between the 
study patients who were imaged and control pa- 
tients who were not was not qualitatively dif- 
ferent. Physician responses (Table 3) were more 
reserved. The ovewhelming majority wished to 
continue teleconsultations when the service be- 
comes available on a regular basis (76.9% 
"strongly agree," 23.1% "agree"). 



The dermatologists graded the quality of 
images on a scale of 1 to 5, certainty of diag- 
nosis on a scale of 1 to 10, and the time spent 
assessing the case. Image-quality assessment 
ranged from 5 (n = 5) to 2 (n = 2), with a 
mean of 3.8. Mean certainty of diagnosis was 
7.4 with a range of 2 (n = 1) to 9 (n = 7). Time 
spent on each case by the dermatologist 
ranged from 3 min (n - 1) to 10 min (n = 7), 
with a mean time to completion of 6.8 min. In 
82% of cases, the dermatologist was confident 
in making a diagnosis and treatment recom- 
mendation. In 18% of cases, the dermatologist 
requested additional information or images. 
In no case did the specialist believe that a 
face-to-face encounter was required because 
of an inability to read the images. Finally, the 
number of images stored for each case was 
tracked. The mean number of images up- 
loaded was 6.1, ranging from 3 (n = 2) to 9 
(n = 4). In most instances, higher numbers of 
images correlated with imaging of multiple 
sites on a patient. 
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Table 1. Study Patients' Questionnaire 


Question 


Overall 
■ Score 


MCH 
Score 


Cape Ann 
■Score 


Overall I was satisfied with my visit to my 


4.56 


4.55 


4.57 


physician today as compared to similar 








visits to this doctor. 








I was satisfied that my questions and /or 


4.56 


4.55 


4.71 


concerns about this new photographing 








study were addressed and answered. 








I was given respect and courtesy by all 


4.78 


4.73 


4.86 


office personnel, including the person who 








took the pictures. 








I was comfortable with this new process of 


4.56 


4.36 


4.86 


care. 








I was satisfied with the amount of time that 


422 


4.55 


3.86 


was spent in taking the pictures. 









DISCUSSION 

The system centralizes data in one-location 
and allows retrieval of information from the 
centralized storage area. This permits efficient 
storage and retrieval of information, including 
appropriate history and images, as well as mea- 
suring outcomes. 

The presentation software for this project is the 
ubiquitous Web browser. Generally, Microsoft's 
Internet Explorer and Netscape's Navigator pro- 
grams are bundled as standard software on a 
personal computer. The system employed here 
allows the vast majority of PCs available off-the- 
shelf to be used as work stations. This dramati- 
cally lowers the cost of image interpretation 
while providing an environment in which a prac- 
titioner can interpret images and work at any 
work station within a network or at home. 

Technology requirements for image acquisi- 
tion are minimal. Again, an off-the-shelf per- 
sonal computer is appropriate. The digital cap- 



ture device can vary depending on the needs 
of the system. In this case, we chose a high-res- 
olution photographic device as a benchmark 
because of the need to acquire high-resolution 
close-up images and to adhere to an imagingi 
protocol. The digital capture device was the 
single most expensive component, but the price 
is going down. Currently we are investigating 
image capture devices for <$1000. T 

The use of the Internet as a telecommunica-^ 
tion vehicle has both positive and negative im- 
plications. One positive implication is reduced 
cost. The structure of the Internet is such that 
the cost of being on the network is low in most 
places in the world (requiring a local phone call 
and a monthly subscription fee for an Internet 
service provider). Another advantage is the 
ubiquity of client and server software for Web 
applications. Potential negatives of using the 
Internet have to do with bandwidth, security, 
and quality of service. In this study bandwidth 
was not particularly significant, as image sizes 



Table 2. Control Patients' Questionnaire 



Question 



Overall 


MGH 


Cape Ann 


Score 


Score 


Score 


4.3 


4.76 


3.43 


4.45 


4.51 


4.29 


4.55 


4.85 


4.00 


4.55 


4.77 


4.14 



Overall I was satisfied with my visit to my 

physician today. 
I was satisfied that my questions and/or 

concerns about this new study were 

addressed and answered. 
I was satisfied that I was given respect and 

courtesy by office personnel, both medical 

and support staff. 
1 was comfortable with the existing way 

care is given by my physician. . 
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Table 3. Primary Care Physician Satisfaction 
with teledermatology 

Overall 

Question Score 

I am comfortable with the use of the 4.5 

equipment and procedures for obtaining 

a remote consult. 
Teleconsult was more convenient than a 3.5 

traditional consult 
Teleconsults were less timely than 2.6 

traditional consults. 
I am satisfied with the quality of the 4.1 

teleconsultants' diagnosis and 

recommended treatment. 
1 am more likely to use teleconsults (given 3 5 

the same group of patients) because they 

provide more diagnostic certainty. 
1 am more likely to use teleconsults (given 4.6 

the same group of patients) because they 

are convenient. 
I am comfortable with the security of 4.3 

medical information transmitted in 

teleconsults as compared to the privacy 

and security of medical information 

provided in traditional consults. 
I would like to continue using teleconsults 4.8 

when this study is over. 



were relatively small, and the transactions took 
place during low network traffic hours. Al- 
though we have been able to transmit, retrieve, 
and review images over a 56-kbps modem con- 
nection, the system is optimized with a mini- 
mum of 128 kbps transmission speed. 

The main concern with Internet use in this 
application is security of information. This sys- 
tem applies several layers of security, but the 
security of any record in any health care sys- 
tem is at risk at any time. This program utilized 
the most sophisticated encryption available as 
a standard procedure. 

The project demonstrated that the quality of 
service of the Internet and associated hard- 
ware-software applications are generally suffi- 
cient for a consultative practice. It should be 
pointed out that no decisions made during this 
trial were immediate or life-or-death decisions. 
Rather, the explicit commitment to our PCPs 
was a 2-business-day evaluation. This allowed 
for minimal technologic service disruptions to 
occur without affecting level of service. The en- 
dorsement of the Internet for this activity does 
not imply endorsement of the Internet for ac- 
tivities that involve more time-critical and mis- 
sion-critical applications. 



Another noteworthy feature of this applica- 
tion is our use of an imaging technician and an 
imaging protocol for image acquisition. We con- 
sidered several models in devising the system, 
including the ability or desirability of PCPs ac- 
quiring their own images, the use of highly 
skilled allied health care professionals to acquire 
images, and the use of technicians. We chose to 
use technicians for several reasons. From an eco- 
nomic prospective, it is desirable to create sys- 
tems in which the cost of labor for implementa- 
tion is lower. Another aspect of the applica- 
tion is efficiency for the PCP. Although some 
PCPs initially raised concerns about filling out 
reJatiselyne^fJ^QMStory-fbTms, they quickly 
adapted to this element of the case flow. Subse- 
quent to the evaluation phase, one PCP reported 
that filling out the form initially took *s5 min- 
utes; with regular utilization, that time has been 
reduced to 1-2 min. Further refinement of the 
Web-based history forms will reduce the actual 
typing by utilization of "pick lists." 

In many practices, existing personnel of a 
practice could be trained to acquire and down- 
load the images as a part of their normal func- 
tioning. In the technical evaluation phase of this 
deployment, technicians worked full time on 
debugging the system, explaining trial infor- 
mation to patients, training PCPs, and com- 
pleting patient questionaires. In the implemen- 
tation phase, these technicians are cross-trained 
to perform a variety of routines within the clin- 
ical environment. 

Patients approved the use of this technology, 
particularly at the remote site (Cape Ann Med- 
ical Center in Gloucester, Massachusetts, a dis- 
tance of 58 miles from the tertiary care center). 
They valued the convenience and rapid treat- 
ment, and they believed that their PCP was giv- 
ing them sound medical advice. Thus, the main 
change agents in the modification of the health 
care process are likely to be primary care doctors. 

Another factor regarding this research is the 
restriction of this activity to urban and subur- 
ban areas. This is new ground for telemedicine 
applications to break. Most telemedicine appli- 
cations have been utilized in one of four markets 
(underserved rural, military, incarcerated, and 
international). These markets share wide geo- 
graphic disbursement of patients and doctors or 
difficulty in patient or physician transport as the 
major issues for which telemedicine has been 
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viewed as a solution. In this case, the investi- 
gation centered on the use of telemedicine 
as an= efficiency tool in an urban environ- 
ment where access to care is generally. not a 
problem. 

Further research in this area will include an 
assessment of whether this approach to care ef- 
ficiency in an urban area has merit. Measure- 
ments will include quality of outcomes and cost 
of service. 
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